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1Introduction

What is our right to privacy on the World Wide Web? Is it
reasonable for us to assume that we should always have con-
trol over our personal information on the Web! These ques-
tions become increasingly urgent as we continue to unknow-
ingly release our persona information into cyberspace.

In a recent Internet privacy survey directed by Alan
Westin, 53 percent of Internet users and 57 percent of online
service users were concerned that their Internet browsing
behavior would be linked to their email addresses and dis-
closed to other people or organizations [1]. Such concerns
about privacy are not new. Many of us express similar con-
cerns when we apply for a credit card or a car loan. What is
new about our privacy concerns, however, is the environ-
ment in which we express them — the Web. According to
Moor (2], information on the Web is “greased” and its ma-
nipulation occurs more easily and a a much grander scae.
Because the Web is a new environment, there are few trans-
actions on the Web whose impact is completely understood
by the general public. Furthermore, unlike applying for a
credit card or car loan, we may not even be aware that we
are releasing personal information as we “surf” the Web.

For instance, many Web sites use a mechanism caled a
“cookie” which silently collects information about our visit
to that site. The consequence of dealing with a new environ-
ment like the Web is that we are unable to make deliberate
decisions about revealing our persona information. Simply
put, we cannot make well-informed decisions because we do
not have reasonable expectations of privacy on the Web.

In this paper, we make three contributions to understand-
ing privacy and the right to privacy on the Web. First, we
highlight the role of informed consent in the theory of pri-
vacy. Because we currently do not have a reasonable expecta
tion of privacy on the Web, informed consent is important:
if we do not have enough knowledge to make an informed
decision about revealing our persona information on the
Web, we should be given that knowledge before making our
decisions. Second, we establish the conditions under which
the collection and centralization of persona information are
ethicaly justifiable. The collection and centralization of per-
sona information on the Web affect our privacy in funda
mentally different ways. While previous notions of privacy
describe when such manipulations of information cause losses
or violaions of privacy, they do not address how such viola-
tions might be avoided. We address this issue by showing
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that informed consent is sufficient for the collection of per-
sonal information to be ethical. Third, we offer an interpre-
tation of what a “reasonable expectation of privacy” may
mean for Internet cookies. In doing so, we distinguish be-
tween moraly permissible and immora uses of cookies.

Section 2 discusses dominant approaches to privacy and
the importance of privacy. Section 3 outlines the argument
for informed consent. In Sections 4 and 5, we develop the
ethical boundaries for collecting and centralizing personal
information. Section 6 explores the notion of a reasonable
expectation of privacy in public places. In Section 7, we
introduce the idea rhat our reasonable expectations of pri-
vacy on the Web should reflect the redlization that the Internet
is a public place. Findly, in Section 8 we apply our moral
analysis to the current privacy concern with Internet cook-
ies.

2 Ethical Theories of Privacy

While at first glance, the concept of privacy may seem simple,
many have struggled to adequately describe what privacy ac-
tualy is. In this section, we present a critica anaysis of
different theories of privacy.

2.1 Privacy as Nonintrusion

In their 1890 Harvard Law Review article, “The Right to
Privacy,” Warren and Brandeis [3] wrote that privacy is the
right “to be ler adone.” For example, Bob loses some privacy
when Alice rummages through his desk. In such a scenario,
Alice is not leaving Bob alone. By defining privacy as the
right “to be let done” however, we may relate privacy to
situations which have no true connections to it. If Alice clubs
Bob on the head with a baseball bat, she has not invaded his
privacy. She has assaulted him. Nevertheless, she has indeed
violated his right “to be let aone.”

2.2 Privacy as Control of Information

Fried [4], Westin[5], and Bearddey [6] define privacy as the
control of persona information. That is, if we can deter-
mine how much personal information we can revea and to
whom we reved that information, we can prevent violations
of our privacy. If Alice rummages through Bob's desk, finds
his credit records, and reveals this information to Charles,
then Bob has lost control of his credit information and suf-
fers a violation of privacy. However, while control is an im-
portant aspect of privacy, privacy solely as control may erro-
neously describe instances which do not involve privacy, That
is, there are many situations in which people lose or never
have control of their persona information yet suffer no vio-
lation of privacy. Moor [9] uses the example of medical
records. Bob’'s medical records may be passed on to various
doctors and nurses so that he receives proper medica care.
While Bob has no control over this medical information, he
does not suffer a violaion of privacy.

2.3 Privacy as Undocumented Personal Knowledge
Seeking a better definition of privacy, Parent [7] defines pri-
vacy as the condition in which undocumented persona in-
formation is not possessed by others. For Parent, personal
information consists of those facts which people do not wish
to reveal about themselves. It also includes facts about which
a person may be very senstive about, such as weight or
height. Undocumented information is any information which
cannot be found in public documents such as newspapers or
court proceedings. From these definitions, it follows that
any persona information which is documented must have
once been undocumented. Parent acknowledges that when
persona information is first published, there is an invasion
of privacy. He cals later uses of such information “gratu-
itous exploitation” rather than further violations of privacy.
Suppose Alice is sunbathing naked on her private beach. If
Bob takes a photograph of Alice and Star magazine prints
the photograph, this persona information now becomes
documented information. According to Parent, knowledge
of Alice's nude body is now publicly available, and therefore
no privacy is lost the next time someone sees Alice nude.
This conclusion seems counterintuitive to us.

2.4 Privacy as Restricted Access

Perhaps the most complete conception of privacy is based
on restricted access, due to Gavison [8]. She introduces three
aspects of privacy: Secrecy: The extent to which we are known
to others. Anonymity: The extent to which we are the sub-
ject of others attention. Solitude: The extent to which others
have physical access to us. A loss of privacy occurs when the
degree of our secrecy, anonymity, or solitude decreases.
Gavison makes an important distinction between the loss of
privacy and the violation of privacy. That is, losses of pri-
vacy are not necessarily undesirable. Each situation must be
assessed to determine whether the loss of privacy limits the
functions of privacy. For Gavison, such functions of privacy
include the following:

1. The creation of an environment where trust, love,
friendship, and intimacy can be maintained.

2. Freedom from physical access.

3. Promotion of liberty of actions. By this we mean that
privacy permits individuals “to do what they would not do
without it for fear of an unpleasant or hostile reaction from
others.” Specificaly, it promotes our mental heath and au-
tonomy and protects us from censure and ridicule.

Moor [9] dso adopts the framework of privacy as re-
stricted access. He describes two kinds of privacy: natura
privacy and normative privacy. Loss of natural privacy is not
necessarily an invasion of privacy. If Bob is meditating in
the Grand Canyon, he is enjoying his state of natura pri-
vacy. If a group of noisy tourists riding mules descends upon
him, however, he cannot claim an invasion of privacy. On
the other hand, Bob may be relaxing in his New York apart-
ment, smoking a pipe and reading the paper. If the same
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group of noisy tourists riding mules peers into his window,
they are violating his normative right to privacy.’

25 The Vadue of Privacy

These different theories agree that privacy is an important
part of our lives. The value of privacy has been described
both as a means to achieve or maintain other important
goals of our lives and as an end, having intrinsic or ‘inherent
value, itself Rachels[10] considers privacy as a means. For
him, privacy is important because it enables us to create
socia context in our relationships with other people:

The value of privacy is based on the idea that there is
close connection between our ability to control who has ac-
cess to us and who has information about us, and our ability
to create and maintain different sorts of relationships with
different people. For instance, Bob may be aggressive, re-
lentless, and ungiving in dealing with his business part ners.
At the same time, he may be tender and sensitive with his
family and friends. Privacy, as a means, alows us to exhibit
different patterns of behavior with different people, to main-
tain different socia relationships. Benn [11] argues that pri-
vacy has intrinsic value. He claims that there is a genera
principle of privacy based on respect for persons. He begins
by stating that people have a general liberty to do what they
choose unless someone else has good reason for preventing
it

For Benn, the principle of privacy offers such a reason to
limit the genera liberty of others to observe and report at
will. For instance, imagine that Bob is unhappy that Alice is
watching him. Bob's behavior is fundamentally changed by
the mere fact that he knows Alice is watching him. Such
unwanted observation does not treat Bob with the respect he
deserves. Suppose, on the other hand, that Bob did not know
that Alice was watching him. He would behave as if he were
being unwatched, which is not the way he would want to
behave. Covert observation is objectionable, as Benn states,
because it deceives Bob about the context of his actions and
treats him without dignity.

3 Ethical Theories of Informed Consent

Many violations of privacy could be avoided if an element of
consent or awareness was introduced. Consider again, for
example, the scenario presented in Section 2.3 about the
theory of privacy as undocumented knowledge. The main
problem, it seems, is that Bob did not ask Alice if she would
mind being photographed. Similarly, Alice did not ask for
permission before she rummaged through Bobs desk in Sec-
tion 2.1. In Section 2.2, Alice did not think about Bob's
feelings before she blurted out his credit record to al her
friends. In each of these scenarios, had the victim been prop-
erly informed and given a choice, a violation of privacy might
not have occurred. Consideration for the victim is the es-
sence of the theory of informed consent.

To our knowledge, previous accounts of privacy have not
emphasized the role of consent. Instead, they attempt to de-
fine precise boundaries around privacy. These accounts ex-
plain privacy by defining the circumstances under which an
individual’s privacy has been compromised. That is, they
isolate the concept of privacy solely as an issue of safekeep-
ing information, without consideration of social context. For
example, Parent’s [7] conception of privacy as undocumented
knowledge precisely delineates what is private (undocumented
personal knowledge) and what is not (documented personal
knowledge). By introducing the concept of consent, our ap-
proach in this paper is to emphasize the concept of privacy
as an aspect of the sociad relationship between individuals.
Had Alice consented to being photographed after being fully
informed about potential consequences, we do not believe
she would have still suffered an invasion of privacy. Our
approach essentially builds upon Gavison's [8] neutral con-
cept of privacy. Recal her argument that different situations
must be examined to determine whether a loss of privacy
results in a violation. We will argue in Section 4 that linking
consent to privacy provides a framework for deciding whether
a loss of privacy may be a violation of privacy. In the follow-
ing sections, we present a brief summary of the theory of
informed consent in both medicine and engineering.

3.1 A Brief History of Informed Consent

The theory of informed consent has been most developed in
the medical ethics. Historically, physicians did not believe
that the consent of the patient was necessary. Consider
Hippocrates's advice to future physicians. Perform [these du-
ties] camly and adroitly, concealing most things from the
patient while you are attending him. Give necessary orders
with cheerfulness and serenity, turning his-attention away
from what is being done to him; sometimes reprove sharply
and emphatically, and sometimes comfort with solicitude
and attention, revealing nothing of the patient’'s future or
present condition. The term “informed consent” first ap-
peared in 1957 in the decision Salgo v. Leland Stanford, Jr.
University Board of Trustees. In that case the court asked
whether the patient had been adequately informed before
consenting to the medical procedure. By the 1970’s and
1980, concerns with civil rights, women's rights, the con-
sumer movement, and the rights of prisoners and the men-
taly ill had brought informed consent to the attention of the
medical community.

3.2 Informed Consent in Medical Ethics

Faden and Beauchamp [12] present five basic elements nec-
essary for informed consent in medicine. Disclosure: All
pertinent information must be disclosed to the patient be-
fore he makes a deci sion. This includes information which
the patient may not have requested. Comprehension: The
patient must understand the general nature of the illness, the
risks and benefits of each treatment, and the reasons for and
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against these options. Voluntariness: The patient should be
under no pressure or duress when making the decision.
Comperence: The patient should be able to take responsibil-
ity for making the decision (not a child or someone who is
severely mentally ill). Consent: The patient must be given
the choice to decide which aternative to take. Gorovitz [13]
feels that informed consent is necessary: If the patient un-
derstands what the physician proposes to do, and thus in-
formed, consents to its being done, then the medical inter-
vention is not imposed on the patient in violation of the
patient’s autonomy; rather, that medical intervention is prop-
erly viewed as a service provided to the patient at the patient’s
request. By providing the patient with a choice in his own
treatment, informed consent promotes individual autonomy
and encourages rational decision making. It also protects
the physician against charges of assault from a patient who
did not want a particular treatment. Like the theory of pri-
vacy, the theory of informed consent is formally grounded
on the principle of respect for persons.

3.2.1 Against Informed Consent

Some physicians believe that informed consent is not only
impractical, but may even be detrimental to the patient. They
argue that it is not possible for the patient to develop a suffi-
cient comprehension of the illness as dictated by the doc-
trine of informed consent. After dl, physicians go through
years of medicad school and residency to develop such an
understanding. Further, physicians have neither time, skills,
nor senstivities to properly inform a patient. Additionaly,
studies have shown that patients, even when properly in-
formed, often do not remember what they have been told.
Most likely, these physicians argue, the patient did not want
to be given so much information in the first place. It is also
argued that obtaining informed consent may even be dan-
gerous to rhe patient. With limited understanding, patients
may make decisions which are detrimentd to their own well-
being. They may even develop unnecessary fears and anxi-
eties from a more thorough understanding of the potential
risks and discomforts of the treatments. None of these argu-
ments seem strong enough to counter the principle of re-
spect for persons. In fact, a wrong “medical” decison may
not be the wrong decision from a broader perspective of the
patient’s life. For example, Bob may decide to forgo an op-
eration on his larynx because he makes his living as an opera
singer. While his decision may be medically unwise, Bob
knows that such an operation would ruin his career and even
his life. As Gorovitz [ 13] writes, “the right to choose is not
limited to the right to choose rightly.”

3.2.2 Exceptions to Informed Consent
Lidz [14] identifies situations in which it may be acceptable
not to obtain informed consent: Emergency: There is not

enough time to obtain informed consent without seriously
risking the well-being of the patient. Incompetence: The pa-

tient is unable to make a decision for the situation a hand.
The patient may be, for instance, intoxicated, unconscious,
or senile. In such a situation, it is appropriate to secure a
surrogate who may make decisions for the patient. Waiver:
Under no pressure to do so, the patient waives the right to
informed consent. Therapeutic Privilege: This exception al-
lows the withholding of information that the physician feels
would be “harmful.” Therapeutic privilege prevents viola-
tion of the physician’s primary duty of doing what is benefi-
cid for the patient solely because of a lega duty to obtain
informed consent. Unfortunately, many different interpreta-
tions of this privilege exist, ranging from the most stringent
to the most lenient.

3.3 Informed Consent in Engineering Ethics

Martin and Schinzinger [ 15] bring the theory of informed
consent into the area of engineering ethics. They believe that
socidly responsible engineers must consider the informed
consent of those who will use their products. Engineers should
redlize the consequences of designing and manufacturing a
product. Customers must be given al pertinent information
about a product so that they can rationally decide whether to
purchese it. For instance, if Bob creates a new security de-
vice which identifies employees by scanning their retinas
with a laser, he must reved al the risks as well as benefits to
those who are interested in the device. Martin and Schinzinger
emphasize that information must be voluntarily presented
even if the customer has not requested it. Therefore, even if
the customer is not interested, Bob, as a responsible engi-
neer, would be obligated to revea the risks of his product.

4 Collection of Information

Computers have entirely changed the way we collect infor-
mation. According to Johnson [16], not only has computer
technology increased the scale of information gathering, it
has aso enabled new kinds of information to be collected.
Without computer technology, for instance, the scientific
information collected from NASA’s recent Mars mission
would not have been possible. In today’s modern environ-
ment, we would likely find it impossible to eliminate or even
limit the collection of persona information. Rather, our ef-
forts should concentrate on baancing the privacy rights of
the individua with the needs of the community to collect
information. In this section, we link previoudy discussed
theories of privecy and consent to provide a framework for
determining when the act of collecting persona information
is ethical.

4.1 Distinguishing Collection from Use

It is important to distinguish the collection of persond in-
formation from its use. When we do not distinguish collec-
tion from use, we may easily blame the tool which collects
information for undesired conseguences. Mainstream mov-

42  Ethics and Social Impact, ACM Policy ‘98



ies such as The Net and Hackers have popularized the no-
tion that computers and the Internet are the root of privacy
and information problems. Numerous individuals have been
arrested or denied service because databases contained in-
correct or inaccurate information. For example, according
to Forester and Morrison [17], Barbara Ward was continu-
ously refused accommodation by landlords because her name
was in a database of names of people who had taken their
landlords to court.? Quittner [18] mentions examples of com-
puter misuse, including Sara Lee’s plan to collaborate with
Lovelace Health Systems to match employee health records
with work performance reports to find workers who might
benefit from antidepressants. These examples, however, do
not reveal anything about the actual ethics of the collection
of information. They are, rather, consequences of the use or
misuse of collected information.* While it is important to
examine ethical decisions in the use of information, we wish
to explore the ethics of the act of collecting personal infor-
mation.?

4.2 When Is Collecting Personal Information Ethical?

When does the collection of information result in the loss of
privacy? Under Gavison’s definition of privacy as restricted
access, the collection of information results in a loss of pri-
vacy when our degree of secrecy or anonymity is compro-
mised. We might term the collected information which re-
sults in such a loss of privacy as personal information. Nev-
ertheless, such a loss of privacy is not necessarily a violation
of privacy. Recall Benn’s assertion [11] that privacy can be
justified under the respect for persons argument. Therefore
as long as the principle of respect for persons is maintained,
the collection of personal information can indeed be ethical.
Consider the question raised by Benn [11]: How reasonable
is it, then, for a person to resent being treated much in the
same way that a birdwatcher might treat a redstart? It is
reasonable for Bob to resent being watched like a bird be-
cause he has no knowledge that he is being watched. Even if
Bob knew he was being watched, he probably would not like
to be treated like an animal or specimen. Likewise, Bob
probably would not be happy if someone read his private
journal (a collection of personal information) without his
permission. In all these examples, poor Bob is being treated
neither with proper respect nor with regard for his dignity.
One way to collect personal information from Bob while still
treating him with proper respect is to obtain his informed
consent. Section 3.2 discussed the basic elements needed
for informed consent in medical ethics. When we extend
informed consent from medicine to the collection of per-
sonal information, the elements of disclosure and compre-
hension must include the consequences of revealing or not
revealing personal information: how the information will be
used, who will have access to the information, how long the
information will be kept, etc. Only with this information
can a truly informed choice be made. If Bob understands the

reasons we would like to obtain his personal information
and knows the consequences of revealing such information,
then he can make an informed choice whether to divulge
such information. Obtaining Bob’s informed consent shows
that we respect him as an autonomous being capable of mak-
ing rational decisions. Both the theory of informed consent
and the theory of privacy can be grounded on the principle
of respect for persons. Since informed consent preserves
this principle of respect for persons, it ensures that a collec-
tion personal information will not result in a violation of
privacy. 4.3 When Is Collecting Personal Information Un-
ethical? Does collecting personal information without ob-
taining consent necessarily result in a violation of privacy?
That is to say, while obtaining informed consent satisfies the
principle of respect for persons, a lack of informed consent
may not necessarily show a disregard for it. Recall Benn’s
[11] assertion that only a general principle of privacy can be
based on the principle of respect for persons: General prin-
ciples do not determine solutions to moral problems of this
kind. They indicate what needs to be justified, where the
onus of justification lies, and what can count as justification
[11]. Such a general principle offers only a minimal right to
immunity. ¢

We believe that the concept of a reasonable expectation
of privacy answers Benns questions of what needs to be jus-
tified, where the onus of justification lies, and what can count
as justification. For instance, in order to show that Alice
should not be able to observe Bob on grounds of general
liberty, Bob must have a reasonable expectation of privacy
not to be observed in that situation. If Bob does not have a
reasonable expectation of privacy, then Alice does not need
to justify her desire to observe Bob, and therefore obtaining
informed consent does not seem necessary. If, however, Bob
does have a reasonable expectation of privacy, and Alice still
insists on observing him, then a violation of privacy does
occur. In this case, Alice has collected personal information
in an unethical manner. Informed consent can transform a
potentially unethical collection of personal information into
an ethical one. A collection of personal information is un-
ethical when it does not comport with the reasonable expec-
tation of privacy for the situation at hand. Obtaining in-
formed consent in these situations is necessary to avoid vio-
lations of privacy. Not all collections of personal informa-
tion exceed the boundaries of a reasonable expectation of
privacy, however. That is, obtaining informed consent may
be sufficient for an ethical collection of data, but it is cer-
tainly not necessary. Alice does not need Bob’s informed con-
sent to watch him walk through a public square because
Bob’s reasonable expectation of privacy in this situation is
limited. He would not reasonably expect that his right to
privacy would protect him from observers as he walks through
a public square. Suppose, however, that Alice peers into Bob’s
apartment window. Such an action obviously does not fall
within Bob’s reasonable expectation of privacy. Alice is en-
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gaging in an unethica collection of persona information,
and therefore violating Bob's privacy. Had Alice requested
permission to observe Bob, however, a compromise may
have been reached.- Thus, Bob may risk the loss of privacy,
if Alice seeks prior consultation before her attempt to ob-
serve him. In such a dstuation, the principle for respect for
persons is preserved, Alice is free to conduct her observa-
tions, and Bob does not suffer a violation of privacy.

5 Centralization of Information

In Section 4, we established that the collection of personal
information does nor necessarily result in an unethica loss
of privacy. Specificaly, if Bob gives his informed consent
before releasing any persona information, the loss of pri-
vacy which he experiences is not a violation. When Bob
does give his informed consent, he essentialy weighs all the
perceived costs and benefits and concludes that the desirable
functions of privacy (environment for maintaining relation-
ships, freedom from physical access, and liberty of actions)
are gill preserved. In this section, we distinguish the act of
collecting information from the acr of centraizing informa-
tion. By cenrralizacion of information, we mean the process
of aggregating large quantities of persona information which
have been collected for different purposes, and using this
aggregation of information for an entirely new purpose. We
will argue thar the centralization of information, in contrast
to its collecrion, is unethical because centralization contra-
venes the desirable functions of privacy identified in Section
2.4.

5.1 Creation of a Dossier Society

In 1986, Laudon{20] warned about the danger of the dos-
der society, in which personal files from different govern-
ment agencies areintegrated into a permanent national data
base. Advances in technology in addition to the government’s
loose interprctacion and enforcement of the protections of
the Privacy Act of 1974 had made the dossier society a rea
possibility” Nor only did the development of a dossier soci-
ety threaten the rtraditional American desire for a limited
role in government, it had harmful cultural conseguences as
well:

From the individua’s poinr of view, the most significant charac-
terigtic of the dossier society is rhac decisions made about us as
citizens, employees, consumers. debtors, and supplicants rely
less and less on personal face-to-face contact, on what we say, or
even on what we do. Instead decisions are based on information
that is held in national systems, and interpreted by bureaucrats
and clerical workers in disranc locations. The decisions made
about us are based on a comprehensive “data image”’ drawn
from diverse files [20].

What concerned Laudon most was the aggregation of
power thar a dossier society would bring to the federa gov-

ernment. He feared the necessity of explaining an “official
life’ to any government official who demanded such an ex-
planation. Such concerns led him to criticize the potential
development of the FBI's plan to create a national computer-
ized crimina history into a general purpose national infor-
mation database. Twelve years later however, we redlize that
fears about the dossier society are not limited solely to “off%
cial” information held by the federa government. The inte-
gration of commercial databases in industry has also created
a de facto national database which is less official and more
personal, even detailing preferences and habits. Culnan and
Smith [22] describe the public uproar in 1991 over Lotus
Marketplace: Households, a CD-ROM database which con-
tained information, including lifestyle and purchasing pro-
pensities, of 120 million individuals in 80 million U.S. house-
holds. In June 1996, Lexis-Nexis launched its P-Trak ser-
vice, advertised as the digital equivalent of the phone direc-
tory [23]. The P-Trak service, again, caused public concern
because it gave access to Social Security Numbers. Within
days of its launch, Lexis-Nexis, redizing the potentia dan-
gers of revealing such persona information, removed access
to the Socia Security Numbers.

5.2 Economic Theory of Information

The Lotus Marketplace: Households and Lexis-Nexis P-Trak
controversies showed that centralized information could be
easily accessible to everyone. Economic theory suggests that
the cost of acquiring information guides behavior. For in-
stance, if the perceived cost to Bob of learning how to select
the very best apple in the supermarket is greater than its
perceived benefits, Bob may decide to select a relatively good
apple rather than the very best. Decreasing the cost of ac-
quiring information, easily accessible databases increase the
chance that persons will search for information that they
would not otherwise seek because the cost would have been
too high. Because there is such a low cost for obtaining the
information, people may even acquire information which is
neither pertinent nor reliable for the decisions they need to
make. Imagine if Bob's business competitors and his inti-
mate friends could easily obtain the same comprehensive
data image which detailed not only his tax and credit records
but his culinary preferences and purchasing habits as well.
Easy access to an integrated federal and industry database
seems devastating to our notions of privacy.

5.3 Violation of Privacy Without Loss of Privacy

Is there an ethical basis to our fear of the centralization of
personal information? To the extent that no extra informa
tion is collected in the centralization process, how can there
be any additional loss of privacy? While there may not neces-
sarily be a loss of privacy, there is an unethical violation of
privacy. Samet's [24] points out that we consider it a viola-
tion of privacy if Bob looks into our window and takes note
of what we are doing. However, we experience no violation
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of privacy if Bob looks out of his own window and notices
what we are doing outside.’

In addition, let's assume al of Bob's family and friends
also record what they see about us out their windows. Later
that week, they all get together to share and compare notes.
There is something disturbing about the detailed personal
profile that Bob's family and friends would be able to com-
pile. )

According to Rachels[10], privacy is important because
it provides the proper context for us to create and maintain
different sorts of relationships with different people. Cen-
tralization of personal information is unethical because it
destroys this important context which privacy provides. The
comprehensive data image created in a centralized database
denies us the ability to engage in the “different patterns of
behavior associated with different relationships.” While we
have not consented to divulging certain information to cer-
tain parties, al parties who use the comprehensive data im-
age can acquire that information. We might even say that a
comprehensive data image is a portraya of person that realy
does not exist. That is to say, a no single moment in time,
do we display all behaviors that may be revealed in the com-
prehensive data image. Rather, we maintain different faces
and behaviors in different contexts and relationships. Fur-
ther, such a comprehensive data image permits subsets of
information that are not persondly or socidly meaningful.
The centralization of information creates an unsound profile
because it takes information out of its origina context and
uses it in a different context. While certain information may
be accurate in the context for which it was initialy collected,
it may be inaccurate when it is moved into a different con-
text in a process of centralization. We may observe Bab as a
careless free gpirit at the racy nightclub which he frequents
on the weekends. This certainly does not mean that he ex-
hibits the same characteristics in his decisions as CEO of
his company or as a father to his children. For these reasons,
we conclude that centralization violates privacy. By changing
the context in which information was initialy collected, it
counteracts a key function of privacy: the ability to create
and maintain different relationships.” 5.4 Informed Con-
sent and Centralization of Information In section 4.3, we
suggested that obtaining informed consent is sufficient for
an ethical collection of information. How does obtaining
informed consent affect the centralization of information?
As discussed in the previous section, we believe that the
centralization of information is prima facie unethical. Un-
like the collection of information, which can be ethical even
without obtaining informed consent, there are no conditions
under which centralization of information can be ethical
without obtaining informed consent. In fact, in Situations
where personal information is centralized, it is often im-
practica or impossible to even obtain the informed consent
of the individuas.

For example, Parker [25] describes the ethical conflict
faced by a scientist who finds two different kinds of data on
the same subject pool. The scientist believes that there would
be significant scientific value in merging and analyzing the
data. Unfortunately, while informed consent had been ob-
tained from the subject pool for collecting their personal
information for the earlier studies, the subjects have now
dispersed, and it is impossible to obtain their informed con-
sent for this centralization of information. By merging the
data, the scientist would be unethical. Parker suggests that
the solution is to obtain the informed consent of a proxy, or
representative of the subject pool, such as an independent
committee. The proxy would weigh the benefits of the re-
search againgt the violation of privacy to decide whether the
merging should be allowed.

Parker's solution of a proxy may be sufficient for his sce-
nario because the amount of centralization is smal. We do
not believe, however, that the solution of obtaining informed
consent through a proxy can be extended to scenarios with
large amounts of centralization. That is, when the scale of
centralization is large enough to create a digital dossier, it is
unlikely that an individual will consent to such a portrayal.
Such profiles are dangerous because the superfluous infor-
mation they provide affects how decisions are made. Fur-
thermore, large scale centralization of information is a viola
tion of privacy because the data images it creates are used
out of context, and counteract the ability to create and main-
tain different relationships.

6 Reasonable Expectations of Privacy in Public
Places

From the foregoing discussion, it does not seem that we
necessarily have a prima facie right to privacy outside of that
based on Benn's general principle of privacy. In fact, Ware
[26] suggests that society will not and should not protect an
individual’s privacy at dl costs. There is inevitable conflict
between an individua’s right to privacy and a community’s
rights. Such conflict may be manifested in monetary terms,
inefficiencies to systems, or denia of desirable socia ser-
vices. This awareness of community rights is particularly
pertinent to the right to privacy in public places, a concept
introduced by Nissenbaum [27].

6.1 Privacy in Public Places

For Nissenbaum, current theories of privacy (Section 2) do
not adequately address the relevance of privacy in realms
other than the intimate and personal. Previous works on
privacy ([4],[5],[6],7],[28]) attempt to define a distinct
and mutually exclusive boundary between an intimate per-
sona realm where privacy is protected and a public realm
where privacy has no relevance and all information is avail-
able to everyone. Nissenbaum [27] points out that while “there
is a broad consensus on what information may be classified
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persona and intimate, there is, on the other hand little, if
anything, that people universaly would admit into a com-
pletely public realm if by that we mean that it is governed by
no norms of privacy whatever.” Rather than viewing a con-
text as purely private or purely public, we might view the
context as having both private and public elements.
Nissenbaum criticizes the notion that there is a relationship
between a place and information which might be obtained
in that place. That is, we should not assume that information
is public simply because the place in which is was obtained
is public. For instance, “shoppers may not object to using
open shopping carts but may sense violation if inquisitive
neighbors noted and reported on their purchases’ [27]. For
Nissenbaum, a conception of privacy should extend consid-
eration to all information, including information which is
obtained in public places.

6.2 Reasonable Expectation of Privacy

The protection of privacy in public reslms cannot be as strong
as in intimare realms. While we should extend consideration
of privacy to the public realm, we must aso acknowledge the
limitations of privacy in the public realm. Moor's [9] con-
cept of a naturaly private situation captures the essence of
the limitations of our right to privacy. A naturaly private
situation seems to be nothing more than the experience of
isolation in a public place. Recall the sudden interruption of
Bob's peaceful meditation in the Grand Canyon by the rude
mule riding tourists. Although the intrusion is annoying and
unfortunate. Bob has no right to privacy in this public place.
The protection of privacy in such a public ream is limited,
and his loss of privacy cannot be a violation.

How, then, do we determine what is reasonable in our
expectation of privacy in public places? Bob may experience
a loss of privacy when he purchases some books at the local
bookstore because the bookstore may record Bob's purchas-
ing preferences for inventory purposes. Such a collection of
persona information would reduce Bob’'s secrecy and ano-
nymity. The collection of this information seems reasonable
because such public transactions are a necessary aspect of
everyday life in society. Nevertheless, Bob may aso reason-
ably expect that the informarion obtained by the bookstore
will not be shared with third parties because such sharing
was not the initial purpose for collecting the information.
Our expectation of the protections of privacy should con-
sider the needs of society’s other entities such as industry,
government, and community. A reasonable expectation is
one which considers the practica harms which accompany a
loss of privacy. That is, a claim of privacy seems reasonable
only if there might be potential harm caused by the loss of
privacy. For instance, Bob's claim of privacy would not be
reasonable if Alice merely observed the nice red shirt he was
wearing. A reasonable expectation of privacy should aso
consider the dynamic nature of the hierarchy of rights. de-
pending upon the context of the situation, there may be other

intrinsic principles and rights which may be more important
than privacy. When Bob is in his house, his right to privacy
may take precedence over Saly’s right to observe him. If he
is in a public square, however, Saly’s general liberty to ob-
serve may take precedence over Bob's right to privacy. An-
other example of the dynamic nature of rights is the revela-
tion Bob's past history of drug addiction in his criminal trial.
In normal circumstances, such a revelation may be inappro-
priate and a violation of Bob's privacy. In a crimina trid,
however, the principle of socia justice takes precedence over
the principle of individual privacy. Reasonable expectations
of privacy in public places must change as our socia envi-
ronment changes. Having expectations of privacy is particu-
larly relevant when we consider the effects of the fast pace of
information technology on our moral norms. For instance,
until 1967, when the Supreme Count decided in Katz v.
United States, that telephone conversations should be pri-
vate, some considered these conversations to be property of
those who owned the telephone equipment. In response to
the publication of Robert Bork’s videotape rental records in
the newspaper, the Video Privacy Act of 1988 reversed the
status of video renta records from public to private {27].
More recently, the Violent Crime Control and Law Enforce-
ment Act of 1994 limited access to drivers records, which
were previously regarded as public records |”no-holds barred”
(27]. Our use of information technology will continue to
revea new issues of privacy in public places, shifting our
societal judgments and affecting our moral norms. Our ex-
pectations of privacy will change with such developments.

7 Privacy and the Internet

We maintain that the Internet, in its current state, is a public
place. Recall Nissenbaum’'s separation of place from infor-
mation [27]. That is, athough we may be sitting in a private
place (our own homes), when we access the Internet, we are
engaging in transactions and exchanging information with
other entities (companies, government, educational institu-
tions, etc.) which are definitely not part of our intimate and
persona realms. Although we may be in a physicdly private
location, the transactions that take place on the Web strongly
paralel those transactions that occur every day in our public
lives. If the Internet is a public place, what then should be
our reasonable expectations of privacy? Currently, reason-
able expectations of privacy on the Internet are neither for-
mally rooted nor well developed. Because Internet technol-
ogy facilitates the manipulation and collection of informa
tion, losses of privacy occur continualy, and unfortunately,
it is often difficult to determine what congtitutes an ethical
or unethical collection of data. For example, each time Bob
views a page on the Web, that Web site collects several im-
portant pieces of information about him: the name of his
computer, the time of the request, and the address of the
previous Web page he was viewing. As previously discussed,
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one way to avoid the unethical collection of persona infor-
mation is to obtain informed consent. But obtaining informed
consent every time Bob moves to a different Web site would
be impractical.

It is helpful to compare new Internet situations to more
familiar situations, in which our expectations of privacy are
better developed. For instance, is making a purchase, on the
Web similar to purchasing a candy bar from a vcr'{ding ma-
chine? Or is it more similar to purchasing a candy bar from
the local supermarket? In order to purchase something on
the Web, we must release persona information such as our
name, address, and perhaps credit card information. The
analogy of the supermarket, then, seems more appropriate
than the vending machine. Be- cause we release persona
information to a supermarket when we apply for discount
cards, we would reasonably expect the supermarket to track
our purchases for the purposes of maintaining customer sat-
isfaction and proper inventory. Likewise, we might reason-
ably expect smilar forms of information collection from a
Web site.

Such analogies can take us only so far. What should the
reasonable expectations of privacy be when we visit virtua
galleries or adult sites on the Web? Are and should we be
afforded complete anonymity when engaging in online chat
groups? It may take time before our moral norms develop in
this new Internet context. As we discover new situations in
which privacy may be violated on the Internet, we will con-
tinue to adjust and reformulate our moral norms.

8 Internet Cookies

Internet cookies provide a test for our claims about the col-
lection and centralization of information. Since early 1996,
when an article in the San Jose Mercury brought cookies to
public awareness, there has been much concern over cook-
ies effect on our privacy (29]. Nonetheless, popular senti-
ment, like the following statement expressed on a public
message board on the Internet, demonstrates a failure to
distinguish the tool from its use (see section 4.1): | hate
cookies. .. They [those who use cookies] may think it's
harmless but they are taking something without permission
and without payment [30]. Although reasonable expectations
of privacy on the Internet are not yet well developed, in this
section, we offer an interpretation of a reasonable expecta
tion of privacy with regard to the use of Internet cookies.
Once the public has developed a reasonable expectation of
privacy for cookies, we can determine what uses of Internet
cookies require informed consent. We will show that some
uses of cookies are morally permissible while other uses are
immoral. Based on our analysis of the collection and central-
ization of information and our discussions of public places
and reasonable expectations, we will identify the conceptual
muddles which cookies present and explain how cookies can
be used in both morally permissible and unethical ways.

8.1 What are Internet Cookies?
When we visit a Web site, that Web site may give our Web
browser a block of text, which is usualy a name, value pair.
On each subsequent visit to that Web site, our browser sends
that specific block of text back to the Web site. Upon receiv-
ing that text, the Web site can act in a variety of ways. For
instance, it recognizes our browser as a repeat visitor, and
may provide us with customized service. It can aso change
the value of the block of text depending on our behavior at
that Web site. Our Web browser remembers this block of
text, commonly known as a cookie, by storing it on our hard
drive. Not al cookies store information on our hard drives.
Transient cookies are stored in the memory of the computer
only for the duration of the current web browsing session.
For example, Bluestem, the WWW Identification Service at
the University of lllinois at Urbana-Champaign uses these
transient cookies to store authentication information once
users have logged onto the secure system. Mallard, a Web
based interactive learning environment developed at the
University of lllinois also uses cookies in its authentication
In both cases, the cookies are removed when the user
logs out of the system or quits the Web browser. Because
these transient cookies seem to pose no apparent ethical
problems, the remainder of this paper will focus on the per-
sistent cookies, which are stored on a user’s hard drive.

8.2 Argument Against Cookies

Mayer-Schoenberger [31] presents four major reasons why
cookies are an invasion of our privacy. In this section we
show that the conceptual muddles created by cookies weaken
his argument against them.

Cookies are stored on the user's computer without his
consent or knowledge. The typica computer user also has
no knowledge that cache files, temporary files, and log files
are being stored on his computer. In fact, most of these files
fill much more space on the hard disk than the small block
of text of a cookie. This objection, then, cannot be about
cookies, but about the use of computers and technology in
general. We might think of a computer as an incomprehen-
sihle system. That is, just as we do not necessary know how
our automobile transmission operates, we cannot know about
everything which occurs in our computers. In the automo-
bile, we don't need the driver's consent to shift gears. Simi-
larly, we probably do not need consent for a program to
store a small _le on our hard disk. In fact, it would be coun-
terproductive to our use of computers if we were informed
every time an application wanted to change the internal state
of our computer. The advantages of Web technology seem to
far outweigh the tiny harm of a small block of text set on our
hard drive. The cookie is clandestinely and automatically
transferred from the user’s machine to the Web server. The
typica computer user is unaware of much information which
is automatically transferred from his computer into the net-
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worked world. Each time we visit a Web site, for instance,
our computer transmits much information to the Web server
including our 1I' address, the current time, and the previous
Web page we were visiting. If our computer is linked to the
networked world, it is, without our knowledge, continuously
transferring information about its location and existence to
other computers. E-mail is not sent directly to the intended
receiver, but is automatically transferred through numerous
machines of which we have no knowledge. Such automatic
transferral of information is essential to our use of current
technology. Because cookies alow the Web server to set an
expiration date, they violate the “accuracy” and “timeliness’
principles in the European Union Directive on the Protec-
tion of Personal Data. This argument seems to mistake the
tool for its use. In fact, the expiration date option alows the
realization of the accuracy and timeliness principles. Of
course it is possible for someone to abuse this option thereby
violating the principles in the Directive. The cookie, itself,
does not violate the principles.”

Once the cookie is set, it is freely accessible to Web
servers. This argument is technicaly inaccurate. Only the
Web server which set the cookie can access that cookie.
Additionally, no other Web server would understand or have
use for the cookie except the Web server that set it.

8.3 Moraly Permissible Uses of Cookies:. Collection of
Information

It isimporrant to keep in mind that cookies are merely a
tool which is used to collect persona information. As we
have discussed previoudy, the collection of persona infor-
mation does not necessarily result in a violation of privacy.
Imagine rhat Bob visits his local grocery store. When Bob
enters the store, Carol, the store- keeper, immediately rec-
ognizes him as a valued repeat customer. She greets Bob
with a form handshake and shows him the new shipment of
ripe apples, Bobs favorite fruit, which just arrived. Baob fills
his shopping cart with the best fruits and vegetables he can
find. He purchases h'is goods, and takes off down the street,
munching on a delicious newly purchased apple. The fact
that Carol recognized Bob and remembered what he liked
would be considered “doing good business’ on the part of
Carol. Each time Bob has visited her store, Carol has no-
ticed what types of fruits and vegetables Bob likes to buy.
Bob returns to Carol’s grocery store because he appreciates
the customized service he receives there. When cookies are
used for site personalization and online ordering systems,
they are an effort to “do good business’ on the Web. There
are benefits for both the Web site and the Web customer. If
Bob likes the ease of service and the persona attention he
receives at a Web site, he may return there often. In these
situations, the collection of information performed by cook-
ies does nothing more than mimic the memory of Carol. As
a repeat customer to Carol’s grocery store, Bob has implic-
itly consented to having Carol remember his preferences.

That is to say, Bob’'s reasonable expectation of privacy in this
scenario is that Carol may recognize him after multiple vis-
its. Likewise, since a large component of the Internet paral-
lels similar purchasing scenarios, it is also within a reason-
able expectation of privacy for a Web site to recognize Bob
as a repeat visitor. In both cases, the information collected
by Carol or the cookie does not result in a violation of pri-
vacy because of Bob's reasonable expectations as a repeat
customer. Notice that outside the grocery store, Carol knows
nothing about Bob. She may not even know Bobs name.
Similarly, cookies are useful to a Web site only when we visit
that Web site. The Web site may recognize Bob only as some-
one who has visited before. It does not know his e-mail
address, phone number, or home address unless he has ex-
plicitly given the Web site such information. Garfinkel (33}
describes how cookies may, in fact, be used to protect pri-
vacy. Used properly, cookies can eliminate the need for cen-
tral data banks. Generally, a cookie is a unique number which
is used to reference a databank of information stored at the
Web site. For instance, Bob may have a cookie which has
the value 007 stored on his computer. When Bob visits the
Web site, his Web browser sends the number 007 to the site.
With that number, the Web site can look up information in
its databank and find out that vistor 007 has visited ten
times before and likes to read the articles about the apple
industry which are available on the site. However, as Garfinkel
describes, rather than using the cookie as a unique identi-
fier, the actual preferences might be stored in the cookie
itself, eliminating the need for a centra databank. For in-
stance, instead of a cookie which has the value 007, the
cookie might now consist of:

visits = 10; articles = apple

Therefore, when Bob leaves, he takes his cookie filled
with personal preferences with him, leaving the Web site
unable to remember anything about him until he returns.”

8.4 Immora Uses of Cookies. Centralization of Information

Not all uses of cookies are ethical. The use of cookies by the
target marketing industry to track our behavior on the Internet
is an attempt to centralize persona information. In Section
5, we criticized the centralization of information for taking
information out of its intended context and putting it in a
new, foreign context. Target marketers use of cookies is a
specia case of centrdization of information. Their initia
purpose in the collection of information is the centralization
of information. Target marketers have developed a technique
to track us al over the Internet by adding cookies to the
advertisement banners on so Web pages. Such uses of cook-
ies do not seem to fit within a reasonable expectation of
privacy on the Web. Consider the following scenario: Bob
vidgts the Web site www.dailynews.com to read about the
happenings of the day. On that page, he notices an advertise-
ment banner for Jazzy Widgets. The advertissment banner
was placed on the www.dailynews.com Web page by a target

48 Ethics and Social impact, ACM Policy ‘98



marketing company named Banners-R-Us. Unknown to Bob,
as he is reading the daily news, a cookie has just been set on
his computer by  www.bannersrus.com (not
www.dailynews.com!). After he finishes reading the news,
the www.dailynews.com site asks him to register for addi-
tional access to the site. Bob happily divulges his name, e-
mail, phone, and address because he has enjoyed the.Daily
News site. However, he does not consent to sending that
registration information to Banners-R- Us. Bob completes
his visit at www.dailynews.com and decides to visit his fa-
vorite  online compact disc shopping site,
www.columbiahut.com, to purchase some new CDs. At
www.columbiahut.com, he notices an advertisement banner
for Classica Widgets. Again, the Classica Widgets banner
was placed at the Columbia Hut Web site by Banners-R-Us.
Again, through the advertisement banner for Classica Wid-
gets and unknown to Bob, the Banners-R-Us cookie previ-
ously set a www.dailynews.com is sent to
www.bannersrus.com. Banners-R-Us now knows that Bob
enjoys reading the news at the Daily News site and purchas-
ing CDs at the Columbia Hut site. If it received any of the
registration information Bob gave to the Daily News site, it
may even be able to connect his name and e-mail address
with his Web browsing behavior [34]. Banners-R-Us will
continue to track Bob and gather information about his
browsing behavior wherever he bumps into advertisement
banners placed by Banners- R-Us on the Web.

The use of cookies to track users as they move from site
to site is an unethical invasion of privacy. Such use violates
our privacy because it creates an undesirable loss of ano-
nymity and secrecy. No consent has been obtained by target
marketers before they collect information about us. Recall
from Section 4.3 that the lack of consent does not necessary
render an act unethical. In this cookie case, however, con-
sent seems necessary to legitimize the collection of data. The
reason is that such a setting of cookies does not fall within
the realm of our current reasonable expectation of privacy
for the Web. The cookies set by target marketers differ sig-
nificantly from those set at a Web site we are actualy visit-
ing. When we visit a Web site, it is reasonable to expect that
site to collect information about us (recall the example with
Carol the storekeeper). When Bob frequents a Web site, he
is actively establishing a relationship that site. With target
marketers, however, Bob has no intention nor inclination to
establish a relationship with them. For them to obtain infor-
mation about him without his consent, then, is beyond a
reasonable expectation of privacy.

In Section 8.3, we mentioned that a Web site cannot
obtain a user's e-mail address, phone number, or home ad-
dress by setting cookies. According to Cranor {32], how-
ever, “multiple Web sites sometimes share access to cookies.
A user who reveds persona information to one Web site
may unwittingly reveal that information to other sites” Spe-
cificaly, if Web sites have agreements to share information

with target marketers which have advertisement banners on
those sites, information which users may reved to that par-
ticular Web site through registration forms may ultimately
be linked to their Web browsing behavior, obtained by tar-
get marketers through their use of cookies to centralize in-
formation. This is one technique which might be used to
generate lists for unsolicited bulk e-mail.

8.5 Cookies and Consent

In section 8.4, we argued that the setting of cookies by
target marketers is immoral because such a collection of
information is not within a reasonable expectation. We have
argued that consent is necessary when a collection of per-
sonal information does not comport with a reasonable ex-
pectation of privacy.

During the early stages of this paper, the current version
of the Netscape Web browser, Netscape Navigator 3.01,
had the option to set a “cookie aert” which would warn the
user when a site wanted to set a cookie. The aert notifica
tion would give the user the option of either accepting or
reecting that cookie. The default setting of Netscape, how-
ever, was to accept al cookies unconditionaly. Furthermore,
there did not exist an option to completely reject all cookies.

Currently, the new Netscape Communicator 4.04 has
extended its cookie options. Not only can users set the
“cookie alert” option, they aso have options to accept al
cookies, only cookies that are returned to the originating
server, or completely disable cookies. Notice that the option
to accept only cookies that are returned to the originating
server distinguishes our moraly permissible and immora
cookies. The default setting, however, remains the uncondi-
tional acceptance of al cookies.'* In addition, these cookie
warnings appear only when a Web site desires to set a cookie
on a user's hard drive. Technically, no loss of privacy has
occurred at this point. Loss of privacy occurs later, when the
cookie is collected and transmitted back to the Web site on
subsequent visits. Users must also be informed when such
transmission of cookies occur. Mayer-Schoenberger {31]
raises the point that the cookie warnings provided by popu-
lar Web browsers are cryptic and hard to understand for the
typical user. Indeed, these cookie warnings may not provide
enough information to be considered informed consent.
However, because the default behavior of popular Web brows-
ers is the unconditional acceptance of cookies without noti-
fication, only users who are already “cookie savvy” enable
the alert option and receive no- tification. Most users do not
even know what a cookie is. Additionally, with the abundant
use of cookies on the Internet, cookie warnings soon be-
come a hindrance rather than a help. As Cranor [32] ob-
serves, “when such disruptions occur frequently, individuals
are unlikely to pay close attention to them.”

Cookie preferences should be configured similarly to the
security options found on popular Web browsers like
Netscape and Internet Explorer. By default, these security
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options, unlike cookie options, are enabled. For instance,
we are always warned whenever we may be sending
unencrypted information to a Web site. To disable this warn-
ing, we simply click an option which appears in the warning
window itself. In contrast, in order to configure cookie pref-
erences, the user must first know about cookies and then
have the patience to find the options in the various browser
menus. By default, Web browsers should inform the user
about the setting and transmission of cookies. Additionaly,
the warning windows should then contain the various op-
tions to enable, distinguish, and disable al cookies. These
options would alow users to configure their cookie prefer-
ences “on the y,” for example, if the cookies warnings be-
come too annoying.

Another possible solution is to include privacy policy
choices (cookie options) in the setup phase of software in-
dtallation. When ingtalled on a computer, typical software
packages must go through a one-time setup phase. During
the setup phase, the user is asked to give information which
is needed by the software program. Therefore, the setup phase
is an ideal place to obtain informed consent from a user.
Recall in Section 3.2 chat the disclosure of al pertinent in-
formation (whether or not the user is interested) is necessary
for informed consent. While typica users may not be inter-
ested in privacy policies, they must al endure this setup
phase in order to use the software. Placing privacy options
in this setup phase then forces the user to become informed
about the potentia privacy losses and violations related to
the software. With the recommendations of the previous
paragraph, this mechanism would inform users about cook-
ies and give them the ability to change their persona prefer-
ences concerning cookies “on the y.” Cookies are so preva
lent on the Internet that completely disabling them would
likely limit the capabilities of the Web browser. We reem-
phasize that is unnecessary to disable all cookies since typi-
cal uses lie within reasonable expectations of privacy. What
is important in developing cookie configuration policies,
then, is distinguishing morally permissible cookies from
immoral  cookies.

9 Summary and Conclusions

The Internet provides a new context in which to explore our
ideas about privacy. The scale and ease of personal informa
tion collection and centralization have caused general con-
cern and confusion regarding our rights to privacy in such
an environment. We have offered a framework for evaluat-
ing the ethics of the manipulation of information on the
World Wide Web. We believe that there are both ethical and
unethical ways to collect persona information. )
Specificdly, collection of information is unethical when
such collection lies beyond our reasonable expectation of
privecy for the situation. Obtaining informed consent be-
fore collecting personal information, however, is a sufficient

means for preventing violations of privacy. While collection
of personal information can be ethical, we believe that cen-
tralization of persona information is inherently unethical
because it undermines the basic function of privacy to cre-
ate and maintain persona relationships.

Finally, we described the Internet as a public place and
offered an interpretation of a reasonable expectation of pri-
vacy for certain sSituations on the Web. Specificaly, we ex-
plored the the issue of Internet cookies and concluded that
the use of cookies for online shopping and for customer
preferences is moraly permissible. In contrast, the use of
cookies by target marketers to monitor consumer habits is
unethical not only because such collection lies beyond a rea-
sonable expectation of privacy but aso because the collected
information is unethically centralized. @
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Notes:

1. Moor asserts that normative privacy is culturaly determined: situations which ought
to be private should be open to rational and mora argument.

2. Good reason, in this sense, must be a reason grounded on mora principle such as
freedom of others, justice. respect for persons, or avoidance of needless pain

3. Ward had taken her landlord to court because he had failed to deal with the
cockroaches and rodents which infested her apartment.

4. Inhisarticle“Private Lifein Cyberspace”. Barlow {19] reflects on the Lotus
Marketplace: Households decision. He contrasts today’s misuse of information
and technology to the restraint exhibited in small towns, where everyone knows
information about everyone else, but cares enough to use the information in a
respectful manner.

5. We ate not saying that the tool itself has no effect on people's behavior. Johnson[16]
argues that because computers facilitate the collection of information, people
engage in activities which would have not otherwise been possible. Computers,
as tools, therefore are an important factor in how people make decisions.

6. An activity is immune if it is not appropriate for unauthorized persons to watch it.

7. As Martin and Schinzinger [15] have observed, most people tend to accept risks
which arevoluntarily undertaken.

8. The Privacy Act of 1974 forbade the executive branch of the government from
sharing information among distinct government program aress. Use of information
was limited to “routine use” or a “purpose which is compatible with the purpose
for which it was collected.” Unfortunately, interpretations of “routine use” were
50 loose, they left the Privacy Act ineffective. In addition, the Office of Management
and Budget, the agency designated to enforce the Privacy Act, essentidly refused
to uphold the principles of the Act. Both Laudon{20] and Shattuck [21] provide
informative sections about the Privacy Act of 1974.

9. Under Gavison’s definition of privacy, there may indeed be aloss of privacy. That is
to say, because we are the subject of Bobs attention, adegree of our anonymity is
lost {8}. However, according to Moor, this would be a loss of natural privacy
which is not necessarily a violation of privacy {9]

10. 1t might be argued that although the centralized information exists, this does not
mean that everyone will choose to useit. However, as discussed in 5.2, centralization
reduces the cost of obtaining information and makes it more likely that someone
will choose to access it. In this sense, it is very much a factor in determining how
people act. This argument is similar to the argument Johnson {16} uses to show
that tools such as computers are a factor in determining what people do.

11. For mote information on Mallard, consult hrep://www.cen.uiuc.edu/Mallard.

12. The European Union Directive on the Protection of Personal Data includes five
conditions: (I) persond data must be “processed fairly and lawfully” and only
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“collected for a specific, explicit, and legitimate putpose’; (2) no further processing
which is incompatible with the original legitimate purpose is permitted; (3)
processing must be “adequate, relevant, and not excessive in relation to the
purpose” as well as “accurate, and when necessary, kept up to date”; (4) data may
be stored for “no longer than necessary for the purposes for which the data was
collected”; (5) processing may take place only if the person to whom the personal
information tcfets “has unambiguously given his consent.”

13. The contents of the cookies in the above examples ate quite simplified. For a
detailed description of what cookies actually look like, consult the book by
Garfinkel and Spafford [33]. s,

14. While Internet Explorer 4.0 has options to warn, always accept, ot disable cookies,
it does not distinguish morally permissible cookies from immora cookies, as
Netscape Communicator 4.04 does.
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